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CHECKLIST ITEM

	
	
Review all policies


	
	
Cleared desk and locked up all company-related information


	


	
Using only company-provided computer and technology (if possible)


	


	
Reviewed IT policy on VPN and storage of files if working on personal laptop


	


	
No copies or downloading, printing of company-related info on personal lap top


	


	
[bookmark: _GoBack]Reviewed ‘Technology Tips’ (below)




[image: ]

image1.png
‘SpriggHR




image2.png




image3.svg
  


image4.png
Technology Tips

As employees rush to work from home we are now setting the bar of a new norm. Understanding the risks i key for businesses as cyber
criminals are now figuring out a new way to attack your staff from home. Here are a few things to consider, some are offering deals to help:

- Have a VPN to the office. If you are still using a server and or have office files you need to secure the connection from home to the office.

+ Use a 2FA (2 Factor Authentication) - either a paid product which can cover all types of apps and or at minimum use what G-Suite and
Microsoft 365 have to offer, the login requires an email login and a texted code for access.

- Backups - Remains a very important time to make sure that company data in employee homes, computers, somewhere in the cloud is
backed up centrally, or accessible by the company.

« security - Al it takes is one home computer and or a remote connection to compromise the entire company. You can use a device backup
Service which can be low-cost and will save your data i a user is compromised.

- VolP - Collaboration tools and VOIP (online phone technology) can help your team working remotely.

+ Document Management - How are you managing your contracts? Signed agreements can be saved in various homes. Look at using a on-fine
signature service like Hellosign / Adobe which can allow document management virtually.

« Office 365/G-Sute/Drobox -f you store you files or run cloud based tools, you are already ahead of many businesses and allows for
centralized and secure data. Keep in mind any client commitments to data security, storage and privacy.





